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1. Malicious code 

Malicious code is a computer program developed for integration with automated 

systems, software, computing equipment and telecommunication means leading to the 

unauthorized destruction, creation, copying, blocking, modification and (or) transferring of the 

information. 

Malicious code is usually presented in different kinds of computer viruses, Trojan 

programs, systems of unauthorized remote control, extortion programs and other malicious 

programs. 

There is a large number of malicious code penetration options into a computer or 

mobile device, the most common are: 

 visiting fraudulent web-sites or web-sites infected with malicious code; 

 receiving messages, containing the malicious code or a link to it via e-mail, text 

messages, SMS, MMS or social networks; 

 viewing or opening of the files from flash drives, optical discs and other  information 

storage media containing the malicious code; 

 downloading files, containing the malicious code from share sites and file-share systems; 

 downloading software from application stores (Google Play, Apple store and others) 

containing the malicious code; 

The malicious code may be contained inside practically any files, from application files 

and plug-ins of browsers to electronic documents and multimedia files. 

2. Protections means against malicious code. 

Using the anti-virus protection. The specialized anti-virus programs are quite effective 

means from malicious code, but they do not guarantee 100% protection. While choosing the anti-

virus program, the preference should be given to the solutions providing complex protection, 

including anti-virus, firewall and site rate system (so called Internet Security complex). As the 

recommendations in anti-virus usage, the following is offered:   

 configure the antivirus for work in automatic file curing mode; 

 scan all files downloaded from the Internet, flash drives or optical disks, as well as 

regularly conduct a complete anti-virus scan; 

 configure the antivirus for automatic update of anti-virus databases and provide such 

updates at least once a day; 

 set a password against disabling of the anti-virus protection system or to uninstallation. 

 do not turn off the anti-virus software under any circumstances 

 

To select the most suitable and most effective mean of protection, it is recommended to 

study research reports from experts in the field of information security. For example you may 

refer to www.anti-malware.ru, where the reviews of remedies are regularly published.  

One of the leaders in the field of anti-virus information protection is a ‘Kaspersky Lab’.  

This developing laboratory yearly presents the new solutions not only in the field of protection 

against malicious code, but also to provide comprehensive information protection both at home 

and in business conditions. From the home use point of view, ‘Kaspersky Lab’s’ solutions are 

very intuitive system that an ordinary PC user can handle.  

‘Kaspersky Lab’ web-site is www.kaspersky.ru. 

Another domestic manufacturer of protection against malicious code is Dr.WEB. This 

company has been on the market for a long time and has a significant experience in the field. 

 One of the particularities of ‘Dr.Web’ company products is a flexible licensing policy, 

which allows choosing a required product for task resolving. Moreover, ‘Dr.Web’ has a well 

developed partnership network, that sometimes allows the usage of ‘Dr.WEB products with no 

charge without violating license agreements.  

http://www.anti-malware.ru/
http://www.kaspersky.ru/
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‘Dr.WEB’ web-site is www.drweb.ru. 

One of the most popular anti-viruses is Avast! Internet Security. This product is made in 

both paid and free versions. The difference of versions is in the number of instruments, providing 

safety of computer systems. However, even the free version provides a file anti-virus, which 

according to the www.anti-malware.ru detects around 67% of infections.  

‘Avast!’ web-site is  www.avast.ru. 

In situations where is no opportunity to use any mean against malicious code, but the 

necessity of file scan is existing, one can use the service located at www.virustotal.com. This 

service performs the scanning of the file by several anti-virus solutions at once. While using this 

service, there is a need to remember that you are sending your file, containing all information 

into the mistrusted environment, hence, if this file has any confidential information, there is a 

risk of revealing this information at least to the owners of this service. 

3. Institutional arrangements in protection from malicious code. 

It is necessary to make sure that those addresses of the Internet sites to which you are 

connecting and where there is a need to make purchases are correct, since similar addresses can 

be used for performing illegal actions. 

It is necessary to use a personal account in operational system, so no one else had an 
access to it. Besides, the personal account used for work on Internet must not have the 

administrator’s rights of operating system.  

If possible, do not neglect the use of multi-factor authentication systems: one-time SMS 

passwords, Google Authenticator, and etc. 

It is necessary to raise your awareness in the field of information security. This will help 

to keep abreast of current events in this area and possibly to avoid actions that could lead to 

infection by malicious code. 

 

http://www.drweb.ru/
http://www.anti-malware.ru/
http://www.avast.ru/
http://www.virustotal.com/

