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Document release control 

Release  Date Changes 

Release 1.0 05.04.2013 Original version 

Release 1.1 15.07.2013 Term changed:  ‘identification’ to ‘authentification’ in 

accordance with the ambiguous reading in the context of 

legislation of Russian Federation. 

Release 1.2 15.02.2016 Changes in the drafting of the document in accordance with 

the corporate standard.  

None of the functional changes were made. 

Release 1.3 31.05.2016 Supplemented with sections 3, 4. 

Release 1.4 31.01.2018 Supplemented with section 1.10. Sections changed: 1.2, 2.2. 

 

Procedure of document review 

Actualization of presented Rules is carried out in the case of following conditions: 

 significant changes in infrastructure or organizational structure of non-bank credit 

organization ‘MONETA’  (hereinafter to as NBCO); 

 identifying information security incidents that could affect the processes described in 

these Rules;  

 when new requirements to the security provision of confidential information appear on 

the part of the legislation of the Russian Federation, or from executive authorities of the 

Russian Federation or from the Bank of Russia 

As a result of the review of the document, the appropriate changes are made if necessary. 

1. Rules of safety provision for the workstation (AWS)  

1.1. To perform the authentification and authorization of the access to the accounts, 

while working with electronic cash (EC), use only trusted workstations. Don’t use your account 

in various internet cafes or on the mistrusted PCs unless there is a case of high necessity.  

1.2. If possible, use the separate PC as the AWS, which will execute this function 

exclusively. An alternative is to use a virtual machine as part of a virtualization system (for 

example: VirtualBox, VMWare). These approaches to the use of AWS allow to minimize the 

risks, related to the unauthorized configuration changes to AWS. As a last resort, try to minimize 

the number of side functions, performed at AWS in work with EC. 

1.3. If possible, please use the Firewall. Home-class equipment (Small Office/Home 

office (SOHO)) has a low cost, but provides an additional security level for AWS and 

significantly lowers the risks. 

1.4. Use the means of anti-virus protection (malware protection from malicious code). 

Update the anti-virus databases and anti-virus software regularly.  

1.5. Use an account with minimum level of privileges required for to perform the EMP 

functions. Don’t use the account with administrative rights for everyday work. 

1.6. At all protection levels use the steadfast passwords. Chose the password of not 

less than 12 symbols. Try to use the maximum number of character classes in the password: 

lowercase and uppercase letters, digits and special characters. Don’t use the vocabulary 

passwords or vocabulary collocations. Do not use the passwords easy to remember by hearing or 

easy to memorize by spelling. In no case use the passwords which can be obtained by the 

analyzing your personal data: names, pet names, nicknames, birthday dates, phone or license 

plate numbers, etc. 

1.7. Regularly change the passwords at all security levels. 

1.8. Strictly follow the conditions and agreements of the payment systems, do not pass 

the passwords or access codes to the unauthorized persons.  
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1.9. In case of detection the AWS infection by the malware or suspicions of 

unauthorized access to the remote banking service (RBS) system, you should immediately 

contact support service and block the account until the circumstances are clarified. You can 

contact support service by one of the methods specified on the site https://www.moneta.ru. 

1.10. In case of loss (deprivation or theft) of AWS used for work with EC, you should 

immediately contact support service and block the account until the circumstances are clarified. 

You can contact support service by one of the methods specified on the site 

https://www.moneta.ru. 

2. Rules of safety provision in the work with EC.  

2.1. Don’t use without a high necessity for the work with EC the Internet connections 

to the untrusted networks: at internet-cafes, clubs and bars. Usage of such connection type may 

not be the determinative for an unauthorized access, but is an additional risk factor. 

2.2. In purpose of minimizing the risks associated with the emersion on Internet of 

false (spurious) copies of information resources of NBCO, before logging into the system of 

remote banking, make sure that you have logged exactly to this address:  https://www.moneta.ru/ 

and used the protected connection (https), wherein the browser hasn’t released any warnings of 

using the untrusted certificate or the certificate expired, recalled or issued for another domain 

name.  

2.3. Do not save the passwords in the browsers. The password memorizing tools of 

popular browsers (Firefox, Chrome) keep them on the disks of the open type (when additional 

measures have not been applied to them for saving in coded type), where they can be easily 

compromised after the operational system’s infection by the malicious software. 

2.4. Try do not visit simultaneously any other sites, while working in the system of 

RBS, as well as do not visit the unfamiliar sites of suspicious context. 

2.5. Beware of all incoming messages, SMS, on behalf of the payment system or RBS 

system. The current working algorithms of these information centers do not provide the 

authenticity of the sender and maybe used in any fraudulent schemes. 

2.6. Do not inform anyone about your passwords, even to the support service and 

payment system clerks. For fulfilling the functional liabilities, there is no need for our employees 

to know the login or access details of the client. When someone is trying by all means to get this 

information, that most likely are scammers.  

3. Usage of password in client authentification system for EC transfer. 

3.1. The one-time used passwords unambiguously correspond to the session of using 

the system or the client’s order for EC transfer, are confirmed by the client using the system, and 

are distributed to the client through alternative communication channels or are included in the set 

of possible one-time passwords that are distributed to the client or created by the client using 

technical ware, intended for generation of one-time password.  

3.2. Before the client’s confirmation of the order on using a one-time password, the 

system sends a message to the client via the alternative communication channel containing 

information about the money transfer order generated by the system, which includes the amount 

and the recepient, on condition that the selected alternative channel provides such an 

opportunity. 

3.3. For client’s confirmation of the access right to the system, the authentication data 

are login and password by default. Additionally, in order to increase the security, the client is 

given the opportunity to use a one-time verification code in authentication purposes, obtained in 

the following way:  

- one-time password TOTP (RFC 6238). For enter, the password generated by the 

application on the client device is used. A new password is generated every 30 seconds and can 

be used once only. 

https://www.moneta.ru/
https://www.moneta.ru/
https://www.moneta.ru/
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3.4. For confirmation of the order on a one-time transfer of EC or on the order on 

setting periodic transfers of funds on a specific date and / or period, upon the occurrence of 

conditions specified by the order, the client can use the following methods: 

- static billing password. For performing the operations one and the same payment, 

password is used the validity of which is unlimited; 

- the sequence due to the order. A card with the list of payment passwords is printed out. 

Each time while performing an operation, a new password is used. The passwords are used in 

sequence; the total validity period is not limited; 

- SMS password. For performing the operations, the payment password received in the 

SMS message is used. The password is one-time password, and is valid for 10 minutes. For 

performing each operation you need to receive a new SMS message containing a password; 

- SMS password (per session). For performing the operations, the payment password 

received in the SMS message is used. During the user’s session, the same password can be used 

several times. You can request a new password at any time. After logging out, the password 

becomes invalid. 

- one-time payment password TOTP (RFC 6238).  For performing the operation the 

payment password is used, which is generated by the application on the client’s device. A new 

billing password is generated every 30 seconds and can be used only once. 

4. Limitations of EC transfer. 

4.1. Based on the ‘Agreement of usage of Electronic Payment System ‘MONETA’ and 

of transfer of the EC’, the NBCO determines the parameters of operations that can be carried out 

using the system, including: 

4.1.1.  The maximum number of EC transfers in the system for one operation and (or) 

for a certain period of time is established by the ‘Limitations of NBCO ‘MONETA’ (LLC) for 

operations performing’; 

4.1.2. The list of potential EC recipients to which the client can make the EC transfers 

using the system, is determined by the ‘Limitations of NPO MONETA’ (LLC) for operations 

performing’. The list of recipients of legal entities and individual entrepreneurs, including non-

residents, is available in the Personal Account in the form of a catalog; 

4.1.3. The list of devices which can be used to access the system for the purpose of 

making EC transfers is determined by the client in the appropriate section of the Personal 

Account based on device identifiers; 

4.1.4. The list of IP addresses, which can be used to access the system for the purpose of 

making EC transfers, is determined by the client in the appropriate section of the Personal 

Account. 

4.1.5. The list of services provided with using the system is determined in NBCO tariffs 

of NBCO ‘MONETA.RU’ (LLC) for servicing individuals. 

4.1.6. The time period during which the EC transfer can be performed using the system 

is set 24 hours, 7 days a week. 

 
 


